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Abstract

Image hiding is a technique that embeds the images into a cover image which makes the
watermarks imperceptible so that they can be securely transmitted to the receiver. In this
paper, an effective color image watermarking method based on the marginal strategy is
proposed. The method uses logical operators like AND and XOR on the nibble to hide the
image with in the cover image. To test the robustness of the stego image the present method is
applied on different kinds of cover images and the resulting perceptual quality is good.
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1. Introduction

Digital content is now posing formidable challenges to content developers, aggregators,
distributors and users. The destruction, extraction or modification of the embedded message is
required to develop more robust systems so that the digital content processing and
organization becomes easy. The shift from cryptography to watermarking because of
concealment of image existence as watermarked images which enable to embed the
watermark on cover images. Watermarking conceptually implies that the watermark to be
transmitted is not visible to the naked eye. Watermarking is used for thousands of years to
transmit data without being intercepted by unwanted viewers. It is an art of hiding one
information inside another. The main objective of Watermarking is mainly the protection of
the contents of hidden information. Images are ideal for hiding information [1, 2] because of
the large amount of redundant space is created to store images. Watermarking consists of
methods of transmitting secret messages. These secret messages are transferred through
unknown cover carriers in such a manner that the very existence of the embedded messages is
undetectable. Carriers include images; audio, video, text, or any other digitally represented
code or transmission. The hidden message may be plaintext, cipher text, or anything that can
be represented as a bit stream.

A famous example of watermarking is "prisoner's problems" [3] where, two prisoners A
and B wish to escape from the jail and their cellars are far apart. The only mode of
communication is sending messages through the prison officer. Before they are arrested, they
agreed upon a watermarking system that describes the way how the secret message is
embedded into the cover text. If the prison officer detects conspiracy, the security will be
further tightened. The prison officer can deliberately modify the watermarked text to foil the
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prisoners' escape. In modern image watermarking which exploits the advantages of the
present day digital media, the earlier examples appear simple but the concepts are similar.
This is largely due to the fact that, multimedia objects generally permits the addition of
significantly large amount of payload by means of simple modifications that preserve the
perceptual content of the underlying cover image. Hence multimedia objects were found to be
perfect to be used as cover messages [4].

Some of the well-known watermarking methods are LSB, Masking and Filtering and
Transform techniques. In the LSB approach, the basic idea is to replace the Least Significant
Bits (LSB) [5] of the cover image with the Most Significant Bits (MSB) of the image to be
hidden without destroying the statistical property of the cover image significantly. The LSB-
based technique is the most challenging one as it is difficult to differentiate between the
cover-object and stego-object if few LSB bits of the cover object are replaced. In masking and
filtering techniques two signals are embedded into each other in such a manner that only one
of the signals is perceptible to the human eye. This is mainly used in watermarking
techniques. In the transform based method, the spatial domain is transformed into frequency
domain using DCT [6], Fast Fourier Transforms (FFT) and Wavelets etc., [7].

A more challenging problem is to hide an image in another image in such a manner that
there should be no color distortion in the resultant watermarked image. The reason is that
changing a pixel can be easily detected. In this paper, we propose a new scheme that is
proved to be more difficult to break than the spatial domain techniques. In the watermarking
the measure of watermarked image quality is the most important concept. If the resultant
image after embedding the hidden data also remains same as the original image, then that
image is more suitable for the transfer of the hidden data. So we need to choose the images
which have the appropriate value for various measures. The present paper has used various
quality measures of image like MSE, MAE, RMSE, PSNR, SNR, and RSNR. The rest of the
paper is organized as follows. Section 2 deals with the proposed methodology for the new
watermarking method, Section 3 deals with the results, discussions and the final section deals
with conclusions.

2. Methodology

Many research scholars working in the area of color images proposed many watermarking
algorithms based on the spatial domain. Generally speaking, human eye are more sensitive to
the change in color images than gray-scale images. A little color distortion (even with a
higher PSNR value) could be apparently appeared on resulting mixed images. To develop a
data-hiding method which has good performance in color images, the use of various logical
operators on the lowest nibble of the pixel is employed into the proposed method. In the
proposed method the hidden image is first split into three parts, namely Red (R), Green (G)
and Blue (B) components. Then each component of the hidden image is embedded in the
RGB components of the cover image by using various logical operators on the lowest nibble
of the selected pixel. The processing of splitting the image into three components and then
processing the three parts individually is called “marginal strategy”. The present paper uses
two logical operators called bitAND and bitXOR. The process of embedding is common to all
the three components. The methodology is explained for the single component. The pixel of
the hidden image is divided into two nibbles (N1 and N2) as shown in Figure 1. These two
nibbles are inserted in the lowest nibbles of the successive pixels of the cover image. To
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insert into the lowest nibbles, bit AND and bit XOR operators are used to reduce the
distortion between the original and resultant values.

| N2 |
ba bg bs by | bs by by b

| 11 |
Figure 1. Division of a pixel into two nibbles.

For this, the bitAND operation is performed between the cover image pixel and 240
(11110000). With this, the lowest nibble of the successive pixels (S1 and S2) to 0000. Then
perform the bitXOR operation between S1 and N1, S2 and N2. For the reconstruction
process, perform the bitAND operation between the watermarked image pixel and 255
(11111111) to extract the lowest nibble. By grouping the successive pixels of the lowest
nibble the water marked image can be extracted. The entire process is repeated for the three
components (RGB) of the hidden image. The entire process for a single component is shown
in the Figure 2. The present paper has used various quality measures of image like Mean
Square Error (MSE), Mean Absolute Error (MAE), Root Mean Square Error (RMSE), peak
Signal to Noise Ratio (PSNR), Signal to Noise Ratio (SNR), and Root Signal to Noise Ratio
(RSNR) given in Equations (1.1) to (1.6).
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Where |, is intensity of cover image, Is is intensity of watermarked image, MxN is the
image size and L is the peak signal value of the cover image.
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Read the cover and watermark images
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and extract the two nibbles (N1 and N2)
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Perform bitAND operation between P1 and 240
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Perform bitAND operation between P2 and 240
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Perform bitXOR operation between P1 and N1 and store the result in P1

v

Perform bitXOR operation between P2 and N2 and store the result in P2
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"
Place P1 and P2 in the successive pixels of the watermarked image

Figure 2. Methodology of the marginal strategy color image watermarking

MAE is the average summation of the absolute difference between the relative positioned
pixels of cover & watermarked images. An image that has less MAE value is more preferable
for transfer of the secret text, because the noise (I.-1s) in the watermarked image will be less.
MSE is the average summation of the squares of the difference between the relative
positioned pixels of cover & watermarked images. An image that has less MSE value is more
preferable for transfer of the secret text. By this minute errors can be detected easily by MSE.
RMSE measures the average magnitude of the error. RMSE gives a relatively high weight to
large changes in the pixel of the cover image (lc.-ls). This means the RMSE is most useful
when large changes are present. PSNR is usually expressed in terms of the logarithmic
decibel scale. It is the square of ratio of maximum pixel value i.e. 255 to the MSE value.
Images having high PSNR value are preferable. For a good image the SNR value must be
high, i.e. |5 value present in numerator should be high and I.-Is present in the denominator
should be low. The RSNR is most useful when large changes are present.
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3. Results and Discussions

The proposed method is applied on different cover images of size 256x256. In the present
paper, the results are given for four cover images namely leena, Water, Grass and Brick as
shown in the figures from 2(a) - 5(a). The bounds of the difference between the cover and
watermarked image pixel intensities is 15 for the three components as the lowest nibble is
used to store the hidden image pixel intensity.

Fig&r}e 2 _

Figure 5(a) Figure 5(b) Figure 5(c¢)
Figure 2(a), 3(a), 4(a) and 5(a): Cover Images of Lena, Water.0000, Grass.0002,
Brick.0004.

Figure 2(b), 3(b), 4(b) and 5(b): Stego Images for flower hidden image.
Figure 2(c), 3(c), 4(c) and 5(c): Stego Images for human face hidden image.
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The watermarks (hidden image) chosen for the present analysis are flower image and human
image as shown in the figure 6 and figure 7. The resultant images after inserting the flower
and human face image in the cover images of Figure 2(a) to 5(a) are shown in Figure 2(b) to
5(b) and Figure 2(c) to 5(c) respectively.

AY

Figure 6. Flower Image Watermark Figure 7. Human Image Watermark

After completing the entire watermarking process, various quality parameters are estimated
and are listed in the Table 1 and Table 2. From the values in Table 1 and Table 2, it can be
concluded that the proposed method of watermarking is preferable, since it produces less
MSE, MAE, RMSE values and more SNR, PSNR, RSNR values.

Table 1. Estimated Quality Measures of the Cover Images with Flower Image
MAE MSE RMSE PSNR SNR RSNR
Lena 1.2574 23.281 4.825 69.845 101.54 10.077
Water.0000 | 1.218 21.751 4.6638 71.205 107.1 10.349
Grass.0002 | 1.2407 22.494 4.7428 70.533 100.57 10.028
Brick.0004 | 1.2492 22.781 4.7729 70.279 97.037 9.8507
Table 2. Estimated Quality Measures of the Cover Images with Human Image
MAE MSE RMSE PSNR SNR RSNR
Lena 0.98393 | 14.843 3.8527 78.847 130.32 11.416
Water.0000 | 0.93658 | 13.287 3.6451 81.062 139.87 11.826
Grass.0002 | 0.95739 | 14.015 3.7437 79.995 130.91 11.442
Brick.0004 | 0.96835 | 14.243 3.7739 79.673 125.75 11.214

4. Conclusions

In this paper, a new color image watermarking method is proposed by using logical
operators. The watermark image is embedded in all the three components of the cover color
image. The results show that the proposed method is imperceptible and has high robustness.
The Table 2 indicates the low imperceptibility values for human image watermark when
compared to flower image watermark. The greatest advantage of the proposed method is it
can hide an image of equal size of cover image.
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