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Abstract 

In the cutting edge world, data security has turned into an essential issue furthermore 

the innovation is going to increment quickly. In this paper, the symmetric key standard for 

encryption and decoding is propelled Encryption standard (AES). The key stride in the 

AES is the "S-Box". S Box is an imperative segment for symmetric key calculations. An S-

box takes some number of information bits "p" and interprets them in yield bits 'q', where 

"p" is not as a matter of course equivalent to 'q'. In AES Encryption calculation Sub Bytes 

change uses S-Box and Inverse S-Box uses Inverse of S-Box. The Sub Bytes substitution is 

a nonlinear byte substitution that uses substitution table (i.e., S-Box) takes the 

multiplicative reverse (GF (2
8
)) and infers a relative change to do the Sub Bytes change. 

Though, converse Sub Bytes Substitution additionally uses gaze upward table (i.e., 

Reverse S-Box) takes an opposite relative change and after that suggests multiplicative 

backwards of Galois Field (GF (2
8
)). In this printed material, we investigated substitution 

table/reverse substitution table, multiplicative opposite and relative change and its 

converse (i.e. reverse relative change) science in Galois field. A standout amongst the 

most basic issues in AES is the force utilization. Here, we predominantly centered around 

the force utilization and in addition security of S-box which is the most power devouring 

square in the AES. We have executed and reproduced S-Box and Inverse S-Box Lookup 

table and acquired another improved scrambled Lookup table for more upgraded mystery 

by utilizing Xilinx Spartan-3 assessment board. The Simulation and execution instruments 

utilized are Xilinx ISE 14.1i and ModelSim 6.0. 

 

Keywords: S-BOX/Inverse S-Box, AES, Power Analysis, FPG), VHDL  
 

1. Introduction 

There is expanding need of information data in Computer Network and 

Communication Technology. This data is dealt with by open frameworks and it is feeble. 

Encryption is the change of data into a structure that is as close vast as could sensibly be 

relied upon to examine without the reasonable learning. Its motivation is to guarantee 

security by keeping data secure from unauthorized access, even the individuals who have 

entry to the scrambled information. Decoding is the opposite of encryption; it is the 

transformation of encoded information once more into a clear outline. Encryption and 

decryption for the most part require the utilization of some anonymous data, termed as a 

key. For some encryption parts, the same key is utilized for both Encryption and 

unscrambling; for different systems, the keys utilized for encryption and interpreting is 

unmistakable. There are innumerous encryption calculations that are in a matter of 

moments as often as possible utilized as a bit of figuring, yet the U.S. government has 

gotten a handle on the Advanced Encryption Standard (AES) to be utilized by Federal 

divisions and working environments for securing delicate data. 
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Figure 1. Symmetric Key Cryptography 

By using a key, a plaintext can be transformed into a ciphertext and vice-versa. There 

are certain cipher exists that needn't bother with a key by any means. Delineation is direct 

Caesar-assume that mists content by supplanting every memo with the memo thirteen 

spots down in the memo set. Taking after our letter set has 26 characters; it is adequate to 

encode the figure message again to recoup the principal message. The converse procedure 

of encryption is second process which is the decoding; here Cipher content will be 

changed over into Plain content utilizing all the opposite strides connected for encryption. 

The National Institute of Standards and Technology (i.e., NIST) have distributed the 

particulars of this encryption standard in Federal Information Processing Standards (i.e., 

FIPS) Publication [4]. Any ordinary symmetric figure, for example, AES, requires a 

singular key for both encoding and decoding, which is autonomous of the plaintext and 

the figure itself. It ought to be illogical to recover the plaintext exclusively in view of the 

Cipher content and the encryption calculation, without knowing the encryption key. In 

this way, the mystery of the encryption key is of high significance in symmetric figures, 

for example, AES. Programming execution of encryption calculations does not give 

extreme mystery of the key following the working framework, on which the encryption 

programming runs, is constantly powerless against assaults. 
 

2. The AES Algorithm  

The Advanced Encryption Standard, in the running with referenced as AES, is the 

victor of the test, held by the US Government in 1997, after the Data Encryption Standard 

was discovered irrationally feeble in context of its minimal key size and the mechanical 

developments in processor power. Fifteen candidates were perceived in 1998 and 

considering open remarks the pool was diminished to five finalists in 1999. In October 

2000, one of these five computations was picked as the unavoidable standard: a barely 

changed sort of the Rijndael. The Rijndael, whose name in light of the names of its two 

Belgian pioneers, Joan Daemen and Vincent Rijmen, is a Block figure, which derives that 

it takes a shot at changed length social affair of bits. It takes an information square of a 

specific size, frequently 128, and produces a differentiating yield bit of the same size. The 

change requires a second data that is the question key. We understand that the mystery 

key can be of any size (ward upon the piece utilized) and that AES utilizes three specific 

key sizes: 128, 192 and 256 bits. While AES strengthens basically key sizes of 128, 192 

and 256bits and square sizes of 128 bits, the primary Rijndael underpins key and piece 

sizes in any different of 32, with no under 128 and a most extraordinary of 256 bits as 

showed up in Figure 2. 
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Figure 2. General Design of AES Encryption Cipher [8] 

 

Throughout each encircling, the following alteration are applied on the status: 

1. Sub Bytes: each byte in the status is substituted by another, by means of the 

Rijndael S-Box.  

2. Shift Row: each line in the 4x4 cluster is moved an unmistakable amount to one 

side.  

3. Blend Column: an immediate change on the sections of the status.  

4. AddRoundKey: every byte of the status is joined with a encircling key, which is a 

various key for each encircling and got from the Rijndael key calendar. 

 

3. Encryption and Decryption 

The Encoding and Decoding process of AES algorithm is presented below, in Figure 3.  
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Figure 3. AES Process [4] 

This square outline is standard for AES details. It contains various different changes 

connected successively over the information piece bits, in a settled number of emphases, 

called rounds. The quantity of rounds relies on upon the length of the key utilized for the 

encryption and decoding process. 

 

Figure 4. System Process 

4. S-Box and Inverse S-Box Architecture 

Byte exchange and additionally Inverse Byte exchange is the mainly composite strides 

in the encoding and decoding forms. In these operations every byte of the state exhibit 

will be substituted with its proportionate byte in the S-box or the Inverse S-box. As AES 

calculation using components inside the GF (28), every component in the state exhibit 

connotes a byte with a worth that varies between 00H-FFH. The S-box has a settled size 
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of 256 bytes spoke to as (16*16) bytes lattice [7]. SBOX is executed with various styles 

utilizing two regular methods: 

1. look up table (LUT) 

2. Composite field arithmetic. 

A gaze upward table (LUT) ROM based and computational utilizing combinational 

rationale doors computational technique is adaptable for rate advancement, and requires 

littler range. 

 

Table 1. Look Up Table of S-Box [8] 
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Table 2. Look Up Table of Inverse S-Box [8] 

SubByte is non-straight change that utilizations 16 byte S-BOX. Each byte is a 

multiplicative backwards over Galois Field GF (28) took after by a relative change, a 

complete procedure of SubByte is appeared in Figure 5; Whereas, Inverse Sub Bytes 

Substitution additionally uses turn upward table (i.e., Opposite S-Box) takes a reverse 

relative change and after that suggests multiplicative converse of Galois Field (GF (28)) is 

appeared in Figure 6. m (x) = x8+x4+x3+x+1 is used as an irreducible polynomial for GF 

(28). ShiftRow is a cyclic moving where first line is predictable with no development and 

whatever is left of lines are moving reliably with first demand, second demand, 

additionally, third demand progressively. MixColumn change works at each segment 

freely and considers it as a polynomial limit over GF (28). Each area is copied by a 

coefficient framework modulo (x4+1). AddRoundKey is a bitwise XOR between figures 

subkeys which are removed from essential key through key improvement methodology 

and 128 piece information block. In AES calculation, SubByte disseminates the biggest 

part of force. Multiplicative converse procedure is the primary wellspring of force 

dispersal and it contains the longest basic way as appeared in Figure 5.2. S-BOX 

procedure is accomplished more than two phases; named multiplicative converse and 

relative change. Because of many-sided quality of Galios Field (GF (28) to discover 

multiplicative reverse for every S-BOX component, Composite Galois Field is utilized. 
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Figure 5. SUBBYTE Process [8] 
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Figure 6. Inverse SUBBYTE Process [8] 

5. RTL View and Simulation Results of S-Box  and Inverse S-Box 
 

5.1.  Results and RTL View of S-BOX and Inverse S-BOX 

RTL is nothing but the register transfer logic. The basic diagram of RTL consist the 

routing and the design flow. This is shown in Figure 7and Figure 8. 

 

Figure 7. RTL View of S-Box 
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Figure 8. RTL View of Inverse S-Box 

 

5.2. Simulation Results 

The S-box engineering has been actualized utilizing HDL code. The gadget in use for 

the usage is XC6SLX4 on Spartan6 board. The projected engineering has actualized in 

Spartan6 .The configuration union has been done in various Xilinx gadgets. The S-

confine outline Spartan6 FPGA takes 1 check cycle in SubBytes change and likewise 

Inverse S-Box plan in Spartan6 FPGA takes 1 check cycle in InvSubBytes change. The 

recreated yield can be found in Figure 9 and Figure 10. 

 

Figure 9. Waveforms Representing the Formation of Substitution Table 
Elements 
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Figure 10. Waveforms Representing the Formation of Inverse of 
Substitution Table Elements 

5.3.2. Synthesis Table 

Power is analysed by Xpower Analyzer tool available in Xilinx ISE 14.1.  As shown in 

Table 3 and Table 4, it is obvious that there is a change regarding defer and control 

utilization in the proposed structure. It can be seen that there is significant territory change 

as far as FPGA cuts, and speed change (the basic way defer) in our proposed strategy 

design of S-box and Inverse S-Box. The substantial change can be seen in the wake of 

actualizing in Spartan6 (xc6slx4-3tqg144). 

 

Logic Utilization Used Available Utilization 

No. of Slices 16 2400 1% 

No. of fully used LUT  FF 8 16 50% 

No. used as Logic 16 2400 1% 

No. of Bonded IOBs 27 102 26% 

Table 3. Shows the S-Box FPGA Resource Utilization 

Logic Utilization Used Available Utilization 

No. of Slices 7 960 1% 

No. of fully used LUT  FF 8 16 50% 

No. used as Logic 21 1920 1% 

No. of Bonded IOBs 28 66 42% 

Table 4. Shows the Inverse S-Box FPGA Resource Utilization 
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The result clearly shows that the number of slices is used 1% only. The number of 

input LUTs are utilized only 50%. Number of bonded IOBs is 26% used for S-Box and 

42% used for Inverse S-box. 

 

6. Encryption with Secrecy Enhancement 

The information encryption keeps up information privacy, uprightness and verification 

[3] [5]. AES is broadly utilized for securing of audio/film information substance [3], 

information on brilliant cards, computerized teller machines (ATMs), Network activity, 

WWW servers, mobile phones, and so on. S-box has numerous Computation cycles. 

 

Table 5. Encryption Table 

7. Power Analysis of S-BOX and Inverse S-BOX with and without 

Clock Gating 

Without clock gating: In this table, we have shown the power consumption at 

different frequencies when clock is disabled 

With Clock Gating: In this table, we have shown the power consumption different 

frequencies when clock is enabled. 
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FREQUENCY WITHOUT CLOCK 

GATING 

WITH CLOCK 

GATING 

1GHZ 0.842 0.839 

1.5 GHZ 1.040 1.034 

2 GHZ 1.239 1.234 

2.5 GHZ 1.438 1.431 

Table 8.  Power Consumption of S-Box at Different Frequencies: 

FREQUENCY WITHOUT CLOCK 

GATING  

WITH CLOCK 

GATING 

1GHZ 0.384 0.360 

1.5 GHZ 0.291 0.274 

2 GHZ 0.478 0.456 

2.5 GHZ 0.198 0.153 

Table 8. Power Consumption of Inverse S-Box at Different Frequencies 

 

8. Conclusion 

The designed core defines encryption and decryption process and power handling 

terminology. Its functionality has been verified using simulation (on Xilinx ISE 

Simulator) by taking various inputs; and is synthesized by using Xilinx ISE 14.1.This 

design is verified on FPGA (Spartan3E). In the world of digital era information is 

transmitted in the form of binary bits so it may be vulnerable for external attacks therefore 

in present paper I have introduced further encryption in S-Box output to make it more 

secure (However it introduces complexity in design). An encryption table is proposed to 

achieve this where each table element of Substitution table is XORed with FF. The coding 

has been done in VHDL for S-BOX and I-SBOX and program results are verified with 

ModelSim PE and synthesized in Xilinx ISE 14.1.  
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