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Abstract

This paper discusses software performability evaluation considering the real-time
property. We assume that the software system has two operational states from the viewpoint
of the end users: one is operating with the desirable performance level according to
specification and the other is with degraded performance level. The time-dependent behavior
of the system is described by the Markovian software availability model with performance
degradation. Assuming that the system can process the multiple tasks simultaneously, we
analyze the distribution of the number of tasks whose processes can be completed within the
processing time limit with the infinite server queueing model. We derive several software
performability measures; these are given as the functions of time and the number of
debugging activities. Finally, we illustrate several numerical examples of the measures to
investigate the impact of consideration of the performance degradation on the system
performability evaluation.

Keywords: performability, real-time property, performance degradation, software availability model, infinite-
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1. Introduction

The studies on performability evaluation methods for hardware-oriented computing
systems have much been discussed [1,2,3,4]. However, on the other hand, most of studies on
software-oriented reliability evaluation have treated only the inherent reliability
characteristics such as the residual fault content, the mean time between software failures
(MTBSF), and the software reliability function [5,6]. However, recently, software-conscious
approaches extended to performability evaluation have also increased [7,8,9].

Most of the existing software-conscious approaches are discussed on the basis of
performability measures in steady states and assume that the probabilistic or stochastic
characteristics in system failure and restoration do not change even though the system is
debugged or refreshed, i.e., the system returns to the initial condition in terms of the failure
and restoration characteristics, neither better nor worse states. As to this point, the analytical
framework in the above studies is basically similar to the hardware-conscious approach even
though the authors of previous works often say that their works are software-oriented.
Traditional stochastic software reliability modeling often considers the dynamic
reliability/performance growth process. Musa [10] says that the above mention is one of main
differences from the modeling for the hardware system.
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In this paper, we discuss the user-oriented performability evaluation method for the
software system considering the performance degradation in operation; this is the different
approach from [7,8,9]. Most of traditional software availability models [11,12] often assume
only up and down states and provide the probabilistic measures such as the instantaneous
availability defined as the probability that the system is operating at a given time point; this
value does not reflect the operational performance levels. Recently, it is often that the
traditional measures, however, are not appropriate from the viewpoint of end users. As
mentioned in [13,14], software intensive systems could not always display their peak
performance or service, or some internal parts of systems might be unfavorable states even
though they are available or do not seem to fall into operation stoppage outwardly in actual
operational environment. For instance, the system is capable of decreasing throughput due to
not only software aging but also the concentration of loads into some specified system
resources. In the web-based system, end users may often perceive the performance
degradation due to congestion of the network. As another case, some parts of system
functions are unavailable due to maintenance of the corresponding software subcomponents
[8]. We assume that there are two user-perceived operational states: one is providing with
performance according to specification, i.e., a desirable operational state, and the other is with
degraded service performance. In particular, we consider the real-time property; this is
defined as the attribute that the system can complete the task within the stipulated response
time limit [15]. Then the phenomenon of performance degradation, the dynamic software
reliability growth, and the upward tendency of difficulty in debugging are described by
the user-oriented Markovian software availability model [16]. Assuming that the
process of the tasks arriving at the system follows the nonhomogeneous Poisson process
(NHPP), we model the stochastic behavior of the number of tasks whose processes can
be complete within the processing time limit with the infinite-server queueing theory
[17].

The organization of the rest of the paper is shown as follows: Section 2 states the
Markovian software availability model with performance degradation. Section 3 defines
the operating regulation of the system and analyzes the distribution of the number of
tasks whose processes are complete within the processing time limit up to a given time
point. Section 4 derives several software performability measures from the model. The
measures are given as the functions of time and the number of debuggings. Section 5
illustrates the numerical example of the measures and examines the software
performability analysis. Finally, Section 6 summarizes the conclusion of the paper.

2. Software availability model with performance degradation

We make the following assumptions for software availability modeling with performance
degradation based on the model of [16]:

Al-1. When the software system is operating, the time-interval of operation with
performance according to specification, T,, and the holding time of performance
degradation, T, follow the exponential distributions with means 1/ and 1/7,
respectively.

Al-2. The software system breaks down and starts to be restored as soon as a software
failure occurs, and the system cannot operate until the restoration action
completes.
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Al-3. The restoration action includes the debugging activity and software reliability
growth occurs if a debugging activity is perfect.

Al-4. Consider the imperfect debugging environment where the debugging activity may
fail, i.e., it is probabilistic whether the debugging activity succeeds or fails. The
debugging activity is perfect with perfect debugging probability a (0<a<1), while
imperfect with probability b(=1-a). A perfect debugging activity corrects and
removes one fault from the system.

Al-5. When » faults have been corrected, the next software failure-occurrence time-
interval, U,, and the restoration time, 7, follow the exponential distributions with
means 1/4, and 1/u,, respectively.

Al-6. T, T,;, U,, and V, are mutually independent.

We refer to the treatment of the probabilistic characteristics of 7, and 7, in this paper.
As mentioned in the previous section, There exist various causes of performance
degradation, for example, not only the internal factors such as software aging or
temporal suspension of some functions due to restoration but also the external factors
such as the congestion of the network or the concentration of the access to some system
resources. From the viewpoint of end users, the phenomenon of the performance
degradation is one of interesting issues, but users hardly care about the causes of
performance degradation. Since we pay attention to the modeling from the user
perspective, it is assumed that both of the occurrence of performance degradation and
the retrieval from the performance degradation arise randomly.

We introduce a stochastic process {X(¢), >0} representing the user-perceived state of
the software system at the time point ¢. The state space of the process {X(¢), >0} is
defined as follows:

w={w,. n=0, 1, 2, ..}: the system is operating with performance according to
specification (desirable operational state),

L={L,: n=0, 1, 2, ...}: the system is operating with degraded performance,
R={R,: n=0, 1, 2, ...}: the system is utterly inoperable and in process of restoration,

where n=0, 1, 2, ... denotes the cumulative number of corrected faults. Figure 1
illustrates the sample state transition diagram of X(z).

Figure 1. Sample state transition diagram of X(t)
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Let B, ,(1)=Pr{X(t)=A4|X(0) =W} (4{W,, L., R}; in=0, 1, 2, ...; i<n) be the

state occupancy probability representing the conditional probability that the system is in
state 4 at the time point z on the condition that the system was in state W; at time point

t=0 [18]. Then we can obtain B, ,(¢)'s as

P, (0)=PH{X () =W, | X(0) =}

n
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respectively, G, ,(¢) appearing in Eqg. (4) is the distribution function of the first passage
time of X(¢) from state W, to state W, (i<n), and g; .(£)=dG, ,(¢)/dt appearing in Eq. (3) is
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the density function of G;,(f) (see [16] for the details of the derivation processes of
PW[,A(t) 's).

3. Model description and analysis for task processing
We make the following assumptions for system's task processing:
All-1. The number of tasks the system can process simultaneously is sufficiently large.

All-2. The process {N(z), t>0} representing the number of tasks arriving at the system
up to the time ¢ follows the NHPP with the arrival rate w(¢) and the mean value

function Q(f) = E[N ()] = I;a)(x)dx.

All-3. Each task has a processing time limit, T,, which follows a general distribution
whose distribution function is denoted as F, (t) =Pr{T. <t}.

All-4. The processing times of a task in state W, Yy, and in state L, Y;, are distributed
generally; their distribution functions are denoted as F, (¢)=Pr{¥, <7} and
Fy (1)=Pr{Y, <1} (E[Y#]<E[Y.]), respectively. Each of the processing times is
independent. The distribution of the processing time is determined by the state of
the system at the time point when the corresponding task has just arrived at the
system. In other words, once a task process starts, its distribution does not vary
even though the state of the system in operation may change afterward. Yy, Y,
and T, are mutually independent.

All-5. When the system causes a software failure in task processing or the processing
times of tasks exceed the processing time limit, the corresponding tasks are

canceled.
®: process complete el At
O: process canceled i :
o | i Processing
Time
o (Random
° Variable)
Arrival Rate :
Yw'
®
O
® ,
: o -
Yw i
: ; Time
: Un
Software Failure Time

(Random Variable)

Figure 2. Configuration of task processing and relationship between process
completion/cancellation and Uy, Y., Yw, T,
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Here we derive the distribution of the number of tasks whose processes are complete
within the processing time limit. Figure 2 illustrates the configuration of the system's
task processing we consider. Hereafter, we set the time origin =0 at the time point
when the debugging activity is complete and i faults are corrected.

Let {Z"(r), =0} be the stochastic process representing the cumulative number of
tasks whose processes can be complete within the processing time limit out of the tasks
arriving up to the time z. By conditioning with {N(¢)=k}, we obtain the probability mass
function of Z*,() as

-Q(t) [Q(t)]k
Ko

From Fig. 2, the probabilities that the process of an arbitrary task is complete within the
processing time limit when the system is in state W, and state L, are given by

PH{ZA() = =Y PHZ () = jIN(1) =k} e ®)

By, =Pl <U,%, <T|X()=W}=[ e F (n)dF, (v), ©)

B, =PHY, <U,Y, <T|X()=L}=[ e ™ F, (»dF, (»), (10)

respectively, where we denote F(-)=1—F(). Furthermore, from the property of the
NHPP, given {N(f)=k}, k arrival times of tasks are independent and identically
distributed random variables having the following probability density function [17]:

J(x)=—~

o(x)
Q1)

Therefore, the probability that the process of an arbitrary task having arrived up to the
time ¢ is complete within the processing time limit is obtained as

(0<x<1). (11)

PO = [ 2P =1, 1 X© =W} f, +PHX() =L, | X©) =134, F(9)dx

= o0 2 bl @5 B ot (12)
from the infinite-server queueing theory [17]. Then from assumption All-4,
LA RPNY LeNk-i o (i —
Pr{Z,.l(t) = | N(I) _ k}: [Jj[pl (Z)] [1_pi (t)] (] - 0’112"'1k) , (13)
0 (j>k)

k
where ( .]zk!/[(k—j)!j!] denotes the binomial coefficient. Equation (13) means that,
J

given that {N(r)=k}, the number of tasks whose processes can be complete within the
processing time limit follows the binomial process with mean kp';(¢). Accordingly, from
Eq. (8) the distribution of Z*,(¢) is given by
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© (k ) )
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1 J
_ o 2080 o) (1)] _ (14)
J!
Equation (14) means that {Z(s), >0} follows the NHPP with the mean value function
ADp* (D).

Letting {Z%(7), >0} be the stochastic process representing the cumulative number of
tasks canceled out of ones arriving up to the time ¢, we can have a similar discussion on
{Z%(t), t=0}, i.e., the distribution of Z2(¢) is given by

2 : —omp0 1€ i2 ’
Pr{Z (t)=j}=e oo 2021 (t)];! ) , (15)

pi(©)=1-pi (1)
Equation (15) means that {Z2(r), >0} follows the NHPP with the mean value function

QAOp*(2).

4. Derivation of software performability measures

Based on the above analysis, we can obtain several measures for software
performability evaluation considering the real-time property.

The expected number of tasks completable out of the tasks arriving up to the time ¢ is
given by

KO =ELZ:01= Y [[B, By . ()4 B, By . (Do) dx. (16)

n=i

Furthermore, the instantaneous task completion ratio is obtained as

0= 950 o) = 5[5, 00+ .8y, 0) an

n=i

which represents the ratio of the number of tasks completed within the processing time
limit to one arriving at the system per unit time at the time point z. As to p'(¢) in Eq.
(12), we can give the following interpretation:

7 EIN@I
That is, p';(7) is the cumulative task completion ratio up to the time ¢ which represents

the expected proportion of the cumulative number of tasks completed within the
processing time limit to one arriving at the system in the time-interval (0, z].

(18)

For the number of tasks canceled out of ones arriving up to the time z, we can have
the similar discussion, i.e., the expected number of tasks canceled up to the time ¢, the
instantaneous and the cumulative task incompletion ratios are given by
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KO =EZO1=00 - X [[B1, By 09+ 5, P, @0, (19
0= o) <13 (5, By 0+ 5, By, 0] @0

o E[Z2(0)]
PO= e

respectively.

(21)

We should note that it is too difficult to use Eqgs. (16)—(21) practically since this
model assumes the imperfect debugging environment and the initial condition i
appearing in the above equations, which represents the cumulative number of faults
corrected at time point =0, cannot be observed immediately. However, the numbers of
software failures or debugging activities can be easily observed. Furthermore, the
cumulative number of faults corrected immediately after the completion of the I-th
debugging activity, C, follows the binomial distribution whose probability mass
function is given by

Pr{C,=}=Pr{X(0)=W}= (l.jaib"f (i=0,1, 2, ..., ). (22)
1

Accordingly, we can convert Egs. (16)—(21) into the functions of the number of
debuggings, /, i.e., we obtain

A1) = Zl:@afb“/\li (1), (23)
i=0 \!

ot = i({ja"b“u}(t) , (24)
i=0 \ !

l(f l) _LZI: [ ibl—iAl (f) 25
PR o & )T )
N(t,1) = Q(1) - Zl:(lja"b“Ali (), (26)

i=0 \!
() =1- i({ja"bl"iuil(t) : (27)
i=0 \ !

2(¢,0) = -1 (! 'BTAL(1) 28
PRI an )7 T )

respectively. Equations (23)—(28) represent the expected cumulative number of tasks
completable, the instantaneous and the cumulative task completion ratios, the expected
cumulative number of tasks canceled, the instantaneous and the cumulative task
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incompletion ratios at the time point ¢, given that the /-th debugging is complete at time
point #=0, respectively. In particular, we should note that Egs. (24) and (27) are no
bearing on (X¢), i.e., v*(z,]) and v?(s,1) are independent of the task arrival process.

5. Numerical examples

Here we apply the model of Moranda [19] to the hazard rate A, and the restoration
rate u, in the numerical example, i.e., 4,=Dc" (D>0, 0<c<1) and u,=Er" (E>0, 0<r<1),
respectively. Furthermore, we use the following values of the model parameters shown
in Ref. [20]:

D=0245 ¢=0940, E=1.114 7=0.960,

where we set ¢=0.8 (see [20] for the detail of parameter estimation). For the
distributions of the processing times in state W, F; (¢), and in state L, F, (¢), and the

processing time limit, Fz. () , we apply the gamma distribution of order two denoted by

F(t)=H(t|a,)=1-Q+a,t)e ™ (20; a20; Ie{Yy, Y1, T..}), (29)

where ¢; denotes the scale parameter, and the mean and the variance are given by 2/¢;
and 2/a/%, respectively.

vi(t,l)
.74 01y, =1285.7, oty =450.0

oy, =1000.0, oy, =500.0

0.66

0.64
Oly, =846.2, 0y, =550.0
0.6
0 100 2,00 300 400

Time

Figure 3. Dependence of v'(t,l) on the values of ay, and ay , given

1/a, +1/a, =0.003 (I=0, 6=5.0, =48.0, @, =400.0)

Figure 3 shows the dependence of the instantaneous task completion ratio, v'(¢,]), in
Eqg. (24) on the values of «, and ay given the arithmetic average of the means of the
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processing times, i.e., the value of (Z/ayw +2/a, )/2 is constant. This figure displays

that the case where the difference of performance levels between state W and state L
becomes smaller decreases the performability evaluation of the whole system.

vi(t,)

0.68

k=0.5, 1.0, 2.0

0 50 100 150 200
Time
Figure 4. Dependence of v'(t,l) on the values of @ and 7, given 0/n=5/48
(I=0, a, =1000.0, a, =500.0, a; =400.0)

Without software failure-occurrence, we might consider only two states; operational
states with the desirable performance level, denoted as state ¥, and with the degraded
performance level, denoted as state L . Then the state occupancy probabilities are
given by

Py, ()= PHX () =, | X(O) =W} =t e, (30)
o 1+v 1+v
|4 —n(1+v)t
B () =PHX() =L, | X(©) =W} = fl-e "] (31)

respectively, where we denote v=8/7, and the instantaneous and the limiting task
completion ratios can be obtained as

By +B. v N (ﬂWw -B.. )% o1

1+v 1+v

(B =[[F0)E, ). B =[F 0,00 By > 5. ) (32)

Ulw(t) = ﬂWwPWw,Ww O+ ﬂLmPWm,Lw (1) =

10
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. +p5, v
Uloo = IlmUloo(t) :M, (33)
1o 1+v
respectively. From the form of Eq. (32), v'»(f) is a decreasing function of ¢
Furthermore, Eqgs. (32) and (33) imply that the task completion ratio depends on the
ratio of @ and n rather than the individual values of ¢ and 7, and that the smaller values

of both of #and 5 with their ratio constant increase the value of v'.(¢) and converge it

to v'%(f) slower. However, the performability evaluation considering software failure-
occurrence in this paper is different from the above mention. Figure 4 shows the
dependence of v'(¢,]) on the value of k, given @7 is constant, where we set 6=5.0 and
70=48.0, then 6=k@, and n=kn,. This figure displays that v'(z,/) is an increasing function
of ¢ except in the short time interval immediately after the beginning of operation; this
is different from the above mention. On the other hand, Fig. 4 tells us that the behavior
of v'(1,0) is almost same in any case of k; i.e., the software performability evaluation
almost depends on only the value of &/7, not individual values of g and #»; this is same
tendency as the case without software failure-occurrence. As another point of view, Fig.
4 seems to show that v'(z,/) converges to a certain value; this is expected to be 0%

since ¢t — oo leads to n — o, then /In — 0, i.e., the possibility of software failure-
occurrence becomes vanishingly small as ¢ — oo.

p(tl)

0 50 100 150 200

Time
Figure 5. Dependence of p*(t,l) on the value of ¢ (I=0, £=1.0, a, =1000.0,
a, =500.0, a; =400.0)

For the mean value function of {N(¢), =0}, we apply the Weibull process, i.e.,
E[N()]=Q(t) = &° (1=0; &0, ¢>0). Figure 5 shows the dependence of the cumulative
task completion ratio, p'(z,7), in Eq. (25) on parameter ¢; this reflects the intensity of
the task arrival process. In this case, it is noted that p'(¢,7) is independent of the value of
& from the form of Eq. (18). We can see that the software performability evaluation
rises with the increasing ¢ after a certain lapse of time, i.e., the higher task arrival rate
results in the higher performability evaluation although the opposite tendency appears
in the short time interval immediately after the beginning of the system operation in this
figure. In other words, the performability evaluation based on p'(s,0) or p?(s,l) are
susceptible to the task arrival process, whereas v'(¢,/) or v’(z,/) are independent of the
task arrival process from the form of Eqgs. (24) or (27).

6. Concluding remarks

11
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In this paper, we have constructed the stochastic performability evaluation model for the
software system with processing time limit, considering the performance degradation in
system operation. Assuming that the cumulative number of the tasks arriving at the system up
to a given time point follows the NHPP, we have analyzed the distribution of the number of
tasks whose processes can be complete with the concept of the infinite-server queueing
model. From the model, we have derived several software performability measures
considering the real-time property. They have been given as the functions of time and the
number of debuggings. We have also illustrated the numerical example of these measures and
investigated the impacts of the reliability growth, the degradation of the performance level,
and the task arrival characteristics on the software performability evaluation.
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