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Abstract
Cloud Computing has an expanding future in both business and Information
Technology. With the expanding hybrid cloud model offering better services and
convenience there are also a number of security problems associated with cloud
standardization, multi-tenancy third party privity/sub-contracting, data-controller,
outages, availability, monitoring and the service level agreements. This paper focuses on
Hybrid Cloud Computing security in the context of a Tenant-Vendor-Third-Party
environment and service level agreements. Limitations, opportunities and suggestions to
mitigate the security risks are discussed and summarized.
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1. Introduction
Cloud Computing has revolutionized both IT and businesses by providing attractive
benefits of reduced IT-related costs, resource availability, convenience and the pay-asyou-go model with customizations provided as an add-on [1][2].
Cloud computing offers many services including: Software as a Service (SaaS),
Platform as a Service (PaaS) and Infrastructure as a Service (IaaS [3][4]) and four
deployment models i.e. Public, Private, Community and Hybrid. Office 365 [5], Dropbox
[6], Google App Engine [7] and Amazon Elastic Cloud Compute (EC2) [8] are few
examples of the above mentioned services.
2.1. Cloud Models
Public clouds are formed by IT vendors who share their infrastructure, applications,
platforms, storage, computing resources and processing power to other organizations
considering them tenants. Public clouds are based off-premises and resources are shared
among multiple tenants [1]. The tenants are liable to pay for the infrastructural resources
consumed while the contract lasts.
Private Clouds are clouds formed within organizational premises and under their
control [2]. The organization itself is responsible for the managing, monitoring and
securing the infrastructure.
Community cloud involves sharing computing resources with other organizations
having a shared goal [3].
The Hybrid cloud is formed when public and private clouds work together during high
processing and cloud bursting situations [9]. What makes hybrid unique is: different
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deployment models are working collectively for a specific time-period, with the Quality
of Service (QoS) and security being controlled by a mutually agreed Service Level
Agreement (SLA) between the tenant and the vendor, thus promising a best-effort or
guaranteed service [1].
Cloud vendors specialize in different areas for competitive advantages. Hadoop and
MapReduce [3] dominate large scale computing where as the following vendors have
created distinct competition in the open source cloud computing databases: Cassandra,
MongoDB, CouchDB [10]. A vast range of platforms, application and services are
designed for supporting cloud functionalities.
This paper focuses on various security challenges in a tenant-vendor-third-party
environment. Section 2 discusses cloud standards, multi-tenancy, third-party privity, data
controller, outages, availability and monitoring issues. Section 3 illustrates the SLAs,
their mechanism, limitations and issues.
The authors have created scenarios in order to highlight the limitations and security
challenges within the current tenant-vendor-third-party environment and a possible
solution to the existing problems.
Summary and future work is presented in Sections 4 and 5.

2. Cloud Security Challenges
This section discusses security challenges introduced because of the tenant-vendorthird-party hybrid cloud arrangement.
2.1. Cloud Standards and Benchmarks
Lack of standardization and consistency is the foremost cause for cloud security
breaches, since there is no mechanism to benchmark or audit the quality of service or
evaluate the operational efficiency and reliability of the vendors. Few vendors have
developed in-house models to create a systematic approach towards the hybrid cloud, but
this approach could also lead to a tenant lock-in situation, as other vendors might be
following different approaches or standards. In order to overcome this existing problem,
various organizations i.e., The National Institute of Standards and Technology (NIST)
[9], International Organization for Standardization (ISO), International Electro technical
Commission ISO/IEC 17788:2014 [11], Cloud Security Alliance (CSA) [12], Open
Cloud Consortium (OCC) [3], etc. have developed some standards ensuring quality of
service and authenticity which can been implemented by vendors. Though the above
mentioned cloud standards need to be updated whenever a new functionality within the
cloud environment is developed, designed or updated.
Harmony [13] and Serverbear [14] also provide a comparison on the types of services
(Virtualization, Prices, Performance, UnixBench, I/O Benchmark, RAM, hard drive,
Regional presence, Latency, etc) provided by a number of vendors. This can help tenants
on deciding on the right vendor based on their resource, pricing and computational
requirements.
The SMICloud Framework [15] also aids in comparing and ranking various Cloud
Services with multiple attributes including Security and Privacy. The comparisons are
made based on the Quality of Service provided by vendors. This Framework can be used
if the tenant itself wishes to do a comparison but the drawback would be that the tenant
would require accurate information from the vendors in order to perform a real
evaluation.
Considering a multi-tenancy-vendor-third party subcontracting scenario, it is important
for each of the third-party subcontractors to implement the same standards as those of the
vendor to maintain trust between tenants-vendor-third party subcontractors.
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2.2. Multi-tenancy
Multi-tenancy presents further security challenges related to authentication since
multiple tenants are sharing the same infrastructure, resources and Internet Protocol (IP)
Address on the cloud.
An example, threat can be if any one tenants database or applications have been
affected by malicious activities, there is a chance that other tenants data or applications
will be compromised also [16]. Amazon’s Virtual Private Cloud (VPC) overcomes this
limitation since it provides a networking layer called Elastic Cloud Compute (EC2)
which logically isolates the tenants account from other users. With the VPC, the tenant
also gains flexibility to create its own subnets, configure routing tables, network
gateways and security settings [8]. The only limitation is that the platform only supports
VPC for the Amazon clients from 2013 onwards.
Applications run and managed by tenants themselves in a multi-tenancy environment
produces unnecessary traffic within the hybrid cloud, as a result of Virtual Machines
(VMs) failing to identify the right path [17]. Considering a multi-tenancy-vendor-third
party subcontracting scenario, it is a must for the vendors and sub-contractors to have a
stable IaaS, because with increasing numbers of VM/Clones on a single IP, the tendency
for server crashing problems and below par network performance increases as well.
Especially when all VMs are being created, modified, or upgraded at more or less the
same time this may lead to service disruption or an Outage. This disruption may be
compared to a Denial of Service (DoS) problem and must be managed accordingly.
2.3. IT Third Party Privity
IT Third party privity means IT outsourcing. It is considered to be a security threat as
well because outsourcing is being done by the vendor with or without the tenants consent,
increasing the risks associated to privacy, data-controller, multi-tenancy, outages,
availability, monitoring etc.
Providing cloud services in every country across the globe can lead to extremely low
profit margins and higher maintenance costs, this leads to vendors sub-contracting their
tenants based on regional location [18]. This type of vendor strategy exposes a tenant to
various risks as mentioned before with a major threat being, what-if the third-party shuts
down its operations? In practice minor tenants are the ones which are most affected
[19][20]. Symantec Backup Executive Cloud [21] and Nebula [22] are two examples
which give tenants a shutdown notice to allow them to download their business data and
applications from the cloud. This solution is only practical for minor tenants however as
the notice period given is short. Big tenants however still hold a strong position and will
sue as per the service level agreements.
Amazon Web Services offers a huge range of third party products within its AWS
environment [8] but in the case of any vulnerability reported from either the tenant or
third-party side, AWS is responsible for sorting out the issue, however, the tenant’s
details are always kept confidential from the third-party which provides protection for a
tenant. However in situations where the tenants do not have technical knowledge about
the system functionality and data controller, vendors may skip port scans, vulnerability
assessment and penetration testing [19] which are important jobs to be performed in a
hybrid cloud environment. This may make the tenant susceptible to security risks [23].
2.4. Data Controller
This section discusses security aspects related to Data security, Governance, Risk and
Control considering a multi-tenancy-vendor-third party subcontractor scenario in a hybrid
cloud. Bearing this in mind, the risk of outsourcing the tenant’s data and to maintaining
data security is mitigated against by adhering to regulations for cloud vendors, such as:
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1. In Europe vendors cannot export data out of the European Economic Area
(EEA). Cloud providers holding Government information, are not allowed to move the
information out of that particular country or state. Though a Government body can make
the use of Model Form Agreements which are standardized contracts for exporting data
outside EEA [20].
2. US-EU Safe Harbour laws have been progressive in securing the control of Data
but again tenants need to make sure in which particular region their data is being
processed, since some vendors might comply only with the local laws and not the
international ones [16][24]. Trouble can ensue, if the region in which a tenant’s data is
being processed does not comply with the tenants host country’s data protection laws.
3. As per Swiss and EU law special permissions are required while transferring data
from one country to another based on if the recipient is covered by the Safe Harbour
Regime and has a valid reason or requirement for acquiring or using that data [25].
4. Vendors are required to destroy tenant’s information after the contract is over and
provide a copy of the entire tenant backup to the tenant [26].
5. As per Swiss Data Protection Laws which are also in line with EU Law, if a
tenant’s data is being processed at a subcontractor’s data centre [25], it is the Vendor’s
responsibility to act as a Data controller and make sure that the sub-contractor does not
misuse, steal data or terminate operations without warning. It is also important for the
vendor to monitor the Quality of Service (QoS) and conduct audits on the sub-contractors
for authentication and security purposes.
6. The vendor should also make sure that the data is encrypted and controlled [19].
There should be an additional level of security to encrypt the data, so it is protected
incase of any Distributed Denial-of-Service Attacks (DDoS) attacks or malicious attacks
within the multi-tenancy environment [27][28].
7. EuroCloud is an initiative taken by various vendors within European countries.
The core motive for it is to promote and stabilize the cloud computing environment in
terms of innovation, quality and services; it is a two-tier approach between the vendor
and the user [29].
8. Giant vendors like AWS do not guarantee Data Security in terms of modifying,
adding, deleting, etc. and they clearly state that it is the user’s responsibility to protect
and create regular backups. All the vendors promise to provide is 99.95% service uptime
or availability, which is in itself an obvious risk to tenant data [30].
9. In order to protect the data, it is important to transport it in encrypted format over
the network and it should be decrypted at the required destination. This will protect the
data even if it falls under unauthorized access [31] such as: Metadata Spoofing Attack
[32], Wrapping attack [33], Cross site scripting or Distributed Denial-of-Service Attacks,
SQL Injection Attacks, Malware Injection Attack [28][34], etc. In addition to encryption,
firewalls needs to be installed on the network to further protect against the above
mentioned attacks [27].
10. There are tools like Vormetic, which can be directly implemented within
Amazons Elastic Cloud Compute, IBM Smart Cloud, Rackspace, etc. without rearchitecting their applications for data encryption and strong Key management but that is
an add-on expense for the tenant to invest in [35] as giant vendors like AWS do not
otherwise guarantee or provide encryption services [8].
Amazon Inspector, is a new data controller monitoring tool provided by AWS which
analyzes the tenants instances and generates a report if any security or compliance issue
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is found [36]. It is a kind of watchman system which informs you of any vulnerable or
weird activity but the liability to fix any detected issue rests with the tenant.
The biggest challenge for the giant vendors is the General Data Protection Regulation
(GDPR) which is the new data protection framework to be implemented across Europe
and will replace the Safe Harbour by 2018. It will cover 50 different components and it is
expected to better comply with the latest cloud standards. In the next two years, all of the
vendors working in the EU region will have to follow the GDPR and for that it will be
necessary for them to start modifying their systems to best fit into the new framework
[37]. Vendors which fail to do so will have to pay a penalty of 4% of their annual global
turnover.
The majority of the risks outlined here can be mitigated and controlled with a strong
service level agreement, though there is no such tool through which a tenant can actually
monitor the promised level of QoS being provided by the third-party. This is only visible
between the vendor and Subcontractor. Vendors and subcontractors share mutual
benefits, the vendor’s sub-contract services to expand their reach across the globe, where
as for these small subcontractors it is hard to compete in an aggressive market with better
offerings, so they settle down with regular outsourced contracts.
2.5. Outages, Availability and Monitoring
In the context of IaaS, it is very important to identify the security measures a vendor is
committed to under a disaster recovery and Outage situation [38]. Irrespective of the
Cloud boom, the maximum uptime service by all giant vendors is 99.95% (best effort),
which means 4 hours and 23 minutes of Outage per year, downtime or unavailability for
various reasons (i.e., Upgrades, natural disaster, network issues, bandwidth, security
issue, etc.) [39]. Giant vendors utilize high-end monitoring tools which are designed to
generate an alert before a node fails, creating ample time to replace it rather than going
through an Outage. AWS uses tools like Elastic Load Balancer, Auto-Scaling, and Cloud
Watch to balance the loads on multiple VMs. When the load increases or decreases, the
cloud smartly scales-up or down as per the tenants processing load and CloudWatch can
work in conjunction with Elastic Load Balancer and Auto-Scaling [8] to monitor the
overall VM performances [40]. Despite these smart tools AWS fails to enhance its
guaranteed service uptime.
The best efforts service uptime and availability clearly draw attention to the facts of
cloud services being subcontracted to third parties, otherwise there is no point for giant
vendors to stick to 99.95% “best efforts uptime and not guaranteed uptime”. This space is
maintained by the vendors to cover up the faults or risks that arise as a result of
subcontracting.
Many researchers have come up with diverse concepts of InterCloud Co-coordinators,
brokers [1] [40], Requirements Engineering and Risk Management for monitoring [41]
and mitigating the risks associated with the cloud but none of the giant vendors have
adopted these suggestions as that would minimize the financial profits and flexibilities
they benefit from.
As shown in Figure 1, an IaaS physical layer comprises of four basic components:
Network, Physical Management, Host and Virtualization [42]. In short, tenants rent the
IaaS of a vendor and if the tenant has some extra requirements, there are tools available
for supporting tenants to buy on a monthly or usage basis for supporting its applications.
Consider a multi-tenancy-vendor-third party subcontracting scanerio where there is no
system for tenants to track or control the number of applications being processed on a
third-party’s facility. The tenant’s console only provides views to its connection with the
vendor, which means an outage or unavailability can arise anytime without any prior
warning or notice as there is no monitoring system between the tenant and subcontractor.
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Figure 1. Components of IaaS Physical Layer

3. Service Level Agreement
A Service Level Agreement (SLA) is a mutually agreement document between the
tenant and vendor. It comprises the terms and conditions of the services provided by the
Vendor which covers all aspects related to Service Descriptions, Performance Metrics,
Benchmarks, Continuity or Outages, Security and Risk Management, etc. It is a contract
which gives rights to the tenant for claiming service credits if the Vendor fails to meet the
guaranteed service uptime or other promised criteria [43]. Despite having such a
document, there are still a lot of loopholes and at times small tenants are often ignored.
For Example: Vendors might just mention Service uptime as 99.95% best efforts, but is
that per month or per year? Tenants need to be aware before signing the contract as later
they might end up getting absolutely no Credit claims. Every vendor has its own criteria;
few accept the service credit to be used right away and few accept the credit note to be
used for future payments, there is also a time limit of 30 days for contacting the vendor
over a SLA violation, so the tenant might miss the opportunity for claiming the credit
[44].
The promised services and prices may also vary between tenant-vendor and vendorsubcontractor as shown in Figure 2

Figure 2. Multi-tenancy Environment: A giant Vendor Sub-contracting
Services to a Third-party in a Multi-tenant Environment
To facilitate situations where on the spot requests are made a response from seconds to
milliseconds is required. For example: Amazon’s latency in its cloud offerings and
services is around 50 milliseconds [45].
All conversations for extra services requested or granted are communicated in a Web
Service Level Agreement Language and Framework (WSLA) [46] between the tenant
and the vendor, which also performs SLA negotiations (i.e., time, price, reliability) and
monitoring the requirement to be met [47]. Various research projects for SLA
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Management (i.e., mOSAIC [48], ETICS [49] etc.) have been done before but none have
been adapted by the vendors yet.
3.1. SLA Metrics
SLA Metrics are measures for evaluating the performance levels of SLAs based on:
CPU capacity, VM memory size and boot time, storage size, scalability, auto scaling,
load balancing, availability, response time, and maximum number of VMs configured on
a single server [50].
In order to make the concept clear, a multi-tenant-vendor-third party subcontractor
example has been given in Figure 3. Tenants A, B, and C are using a vendors public
cloud services during peak performance hours and all three tenants vary in respect of
operation, computation, resources optimization and demands.

Figure 3. Multi-tenancy Environment: Giant Vendor Subcontracting
Services for its Different Tenants based on their Requirements, Location,
Resources and Demands
Tenant A (a software house) requests more VMs where as Tenant C (a retailer)
requests for auto scaling and load balancer so the requirement for VMs might vary on an
hourly basis. The vendor first checks the availability of free VMs in its public cloud, the
tenants SLA/contract and sends back a WSLA comprising of the pricing for on spot,
reserved or on-demand services requested. If the tenants A and C approve, they will get
the services immediately or at times there is a space for negotiation.
Tenant B (an online storage website) has sent a request demanding for more storage
but the requests waiting time has crossed the conventional 50-100 ms response time. This
puts Tenant B in a uncertain state, since its operational efficiency is being affected due to
storage limitations. Since the vendor has subcontracted Tenants B services to a third
party, the requests for any demand go to the vendor and then further forwarded to the
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subcontractor. Keeping this in mind, the response time for any requests or responses will
be double (i.e., 50-100 ms x 2).
In such a situation, it is crucial for giant vendors to either have more than one subcontractor or itself have enough resources to grant its tenants request. None of the tenants
will take a denial of resources which can lead to a DoS for which they are ready to pay
further. Either requests for services made are accepted or rejected, the communication
between Tenant B, vendor and subcontractor takes place in the form of exchanging
WSLAs.
3.2. SLA Framework
Two standards called: Web Service Agreement (WS-Agreement) and WSLA
Language and Framework are widely implemented for describing SLAs in a Service
Oriented Architecture [46][50]. The WSLA framework comprises of SLAs in an
Extensible Markup Language (XML) [51] document which participates (i.e., publish,
negotiate, commitment, provision, monitor, management reporting, terminate) during the
entire contract lifecycle [47].
Figure 4 depicts an entire SLA lifecycle for tenants A, B and C.
Initially all tenants and vendors publish their SLAs and exchange them. The vendor
and tenants check the requirements that match and enter for negotiating on the
requirements which differ. The negotiation phase comprises flexibility, where the tenants
and vendors can bargain on the pricing, duration, resources, etc. being offered or
provided. Post negotiation, if both parties agree on a standard SLA, a digital signature is
placed as a commitment and confirmation of the contract. Later provisioning or
deployment involves implementing the service which is evaluated on a regular basis and
monitored within the WSLA Framework. If at any stage the services are violated or not
met, an alert is generated to the management to either enter into the negotiation phase
again and if the negotiation fails it leads to terminating the contract.

Figure 4. Multi-tenancy Environment: SLA Negotiation between Tenants,
Vendor and the Third Party Subcontractor
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At each stage of the phases mentioned above, the SLAs are monitored and measured
but this particular scenario is between a tenant and a vendor and subcontracting will not
help since the giant vendors do not put the tenants in direct contact with the
subcontractors. This can lead to data security risks as mentioned previously.

4. Summary
Undoubtedly, cloud computing has taken technology, business and applications to the
next level of technological innovation. The obstacles it faces are security, transparency of
services and lack of standardization in a three tier model (Tenant-Vendor-Third-Party
Subcontractor). It is proposed that vendors implement a uniform cloud standard on their
entire operational three tier model to overcome the limitations of vendor-lock in. Regular
audits with respect to the standards will validate vendors on their QoS and validate on
multi-tenancy, data controller, risk and governance issues as well. Some laws and data
protection techniques have been cited to prevent data integrity, privacy, confidentiality
and availability breaches. It is also recommended that vendors provide a minimum time
(i.e., not more than 100 ms) to respond to tenant resource requests in terms of
subcontracting to avoid outages and VMs crashes. Cloud adaption and further
outsourcing of IT services can only be accepted by tenants if a transparent method is
provided where due control is given. Otherwise such a model can leave many potential
security problems for the tenant.

5. Future Work
We are currently working on designing a framework and utility for monitoring and
tracking the SLAs in a tenant-vendor and third party subcontractor situation. This will
provide authentication services and transparency of service by vendors to tenants.
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